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CONTACTING TEQWAVE

At Tegwave we value the feedback from our customers. It is important not only to help you
quickly with your technical issues, but it is our mission to listen to your input and build products
that incorporate your suggestions.

CUSTOMER SUPPORT

Should you have a product issue, suggestion or question, please send an E-mail to the Tegwave
support team at support@tegwave.com

ONLINE SUPPORT

If you have any questions about the Tegwave Management Pack for PostgreSQL, you may use
the following resources:

e Support

o http://tegwave.com/support/
e Online documentation

o http://tegwave.com/resources/



mailto:support@teqwave.com
http://teqwave.com/support/
http://teqwave.com/resources/

ABOUT THIS DOCUMENT

This document describes the features included in the Tegwave Management Pack for
PostgreSQL. It gives instructions for installing the Management Pack and monitoring your
PostgreSQL database(s) in Microsoft System Center Operations Manager.



WHAT'S NEW IN THIS RELEASE

Version Release Date ‘

1.0 July 2017 The initial version of the Teqwave Management Pack for PostgreSQL.

1.1 November 2017 Support for PostgreSQL 10.x

Summary dashboards added

1.2 January 2018 Added some reports

Various Fixes

1.3 April 2018 Support for SCOM 1801

Various Fixes

2.0 September 2018 Added replication monitoring (physical and logical)
Support for SCOM 1807
Validated up to PostgreSQL 10.5

Various Fixes

3.0 November 2018 Added monitoring of PostgreSQL Servers running on Windows platform

3.1 March 2019 Database forecast reports added
Improved knowledge base for several monitors

Various Fixes

3.2 April 2019 Support for SCOM 2019
Support for PostgreSQL 11.x

Various Fixes

4.0 December 2019 Custom query feature added (possibility to add custom queries and
monitor/collect additional meftrics)

Support for PostgreSQL 12.x

Various Fixes

4.1 April 2021 Support for PostgreSQL in containers
Support for PostgreSQL 13.x

Various Fixes




4.2 October 2022 Support for PostgreSQL 14.x
Added monitor that shows configuration changes on the PostgreSQL
server
Added monitor that checks if PostgreSQL MP Provider is installed
(applicable for Linux platform only)
Added monitor that reports on SQLServer connectivity issues
Added a rule that detects SQL queries with long execution times
Added SCOM tasks that display details about SQL query execution
duration
Various Fixes

4.3 January 2025 Support for PostgreSQL 15.x, 16.x, and 17.x
Various Fixes

4.3.1 December 2025 Support for PostgreSQL 18.x




WELCOME TO TEQWAVE POSTGRESQL MP

The Teqwave Management Pack for PostgreSQL (Teqwave PostgreSQL MP) — integrates
PostgreSQL database info the enterprise-wide automated management, monitoring and
alerting workflow implemented using Microsoft System Center Operations Manager (Ops Mar).

KEY FEATURES

The Tegwave PostgreSQL MP helps you monitor installations of PostgreSQL Server running on
Linux or Windows computers that are managed by System Center Operations Manager.

The Tegwave PostgreSQL MP alerts you to problems with performance and availability so you
can continuously monitor the PostgreSQL Servers on which your business depends.

The monitoring provided by this management pack includes availability monitoring,
performance data collection, and default thresholds.

In addition to health monitoring capabilities, this management pack includes reports,
diagnostics, and views that enable near real-time diagnosis and resolution of detected issues.

The Tegwave PostgreSQL MP provides the following advanced features:

e Discovers PostgreSQL components, including servers, instances, databases, and
tablespaces.
e Proactively monitors the availability and capacity
o Server and database connections,
o Database / tablespace / instance size,
o Available disk space, etc.
e Proactively noftifies when the health is critical
Table or Index bloat,
Buffer cache hit ratio,
Number of temporary files,
Amount of data written to temporary files,
Long running fransactions,
Background writer stops, etc.
o Streaming replication is not working.
e Enables you to configure monitors and rules with custom SQL queries and monitor/collect
additional meftrics that are not included in MP by default
o Deftects SQL queries with long execution times.
e Provides customizable dashboard views for monitoring the configuration, resource
utilization, and health state of the PostgreSQL components.
¢ Includes a set of performance and status monitors that diagnose the state of PostgreSQL
resources.
¢ Detects configuration changes on the PostgreSQL server
¢ Includes an extensive knowledge base to speed up roof-cause diagnosis and reduce
resolution time for detected issues.

o O O O O



LICENSING

The Tegwave PostgreSQL MP is licensed on a per PostgreSQL server instance basis. All databases
running on the server instance will be automatically monitored.

The license file is obtained from Teqwave and is a requirement during MP configuration. A free
30-day trial license is available.

SYSTEM REQUIREMENTS

Before you start installing the product, make sure your environment meets the following
hardware and software requirements.

POSTGRESQL INFRASTRUCTURE
The Tegwave PostgreSQL MP supports the following PostgreSQL database versions:

Specification ‘ Requirement

PostgreSQL e 92,10 11x 12x0nN

o  Linux platform (64-bit)

o  Windows Server 2012 R2
o  Windows Server 2016

o  Windows Server 2019

. 13.x, 14.x, 15.x on
o  Linux platform (64-bit)
o  Windows Server 2016
o  Windows Server 2019

. 15.x, 16.x, 17.x0on
o Linux platform (64-bit)
o  Windows Server 2019
o  Windows Server 2022




MICROSOFT SYSTEM CENTER OPERATIONS MANAGER

The Tegwave PostgreSQL MP supports the following versions and components of Operation
Manager:

Specification ‘ Requirement

Operations Manager e Microsoft System Center 2016 Operations Manager or
newer on
o Windows Server 2016 or newer

[%’ Note: Make sure that the latest available updates for System
Center Operations Manager are installed.

Custom management packs usually have dependencies on some of the default management
packs. The Tegwave PostgreSQL MPs have the following dependencies:

Management Pack ‘ Dependencies

Tegwave Management Pack for e Health Library

PostgreSQL (Library) e Instance Group Library

e Microsoft System Center Visualization Library
e System Center Core Library

e System Library

e Windows Core Library

Teqwave Management Pack for e Linux Operating System Library

PostgreSQL on Linux (Core) e System Center Core Library

e System Library

e Tegwave Management Pack for PostgreSQL (Library)
e Unix/Linux Core Library

Tegwave Management Pack for ¢ Microsoft System Center Visualization Configuration
PostgreSQL (Presentation) Library

¢ Microsoft System Center Visualization Library

e System Library

¢ Tegwave Management Pack for PostgreSQL (Library)

Teqwave Management Pack for e Microsoft SQLServer Visualization Library 6.6.0 or newer
PostgreSQL (Advanced e Microsoft System Center Visualization Library
Dashboards) e System Library

¢ Tegwave Management Pack for PostgreSQL (Library)




Tegwave Management Pack for
PostgreSQL on Linux (Monitoring)

Data Warehouse Library

Health Library

Instance Group Library

Linux Operating System Library

Performance Library

System Center Core Library

System Library

Tegwave Management Pack for PostgreSQL (Library)
Unix/Linux Core Library

WS-Management Library

Tegwave Management Pack for
PostgreSQL on Linux (Reports)

Data Warehouse Library

System Library

Tegwave Management Pack for PostgreSQL (Library)
Tegwave Management Pack for PostgreSQL on Linux
(Monitoring)

Tegwave Management Pack for
PostgreSQL on Windows
(Discovery)

Instance Group Library

Microsoft System Center Operations Manager Library
Microsoft System Center Visualization Library
Performance Library

System Center Core Library

System Library

Tegwave Management Pack for PostgreSQL (Library)
Windows Core Library

Tegwave Management Pack for
PostgreSQL on Windows
(Monitoring)

Data Warehouse Library

Health Library

Performance Library

System Center Core Library

System Library

Tegwave Management Pack for PostgreSQL (Library)
Tegwave Management Pack for PostgreSQL on
Windows (Discovery)

Tegwave Management Pack for
PostgreSQL on Windows (Reports)

Microsoft Generic Report Library

System Library

Tegwave Management Pack for PostgreSQL on
Windows (Discovery)

Tegwave Management Pack for PostgreSQL on
Windows (Monitoring)




INSTALLING/UPGRADING POSTGRESQL MP

Tegwave PostgreSQL MP can monitor PostgreSQL servers running on Linux and Windows
platforms. The first part of the installation/upgrade is the same for both platforms but the
configuration is different. Please follow the configuration instructions for the specific platform. In
case you are using a mixed environment (Linux and Windows PostgreSQL servers), you have to
follow configuration instructions for both platforms.

To deploy the Tegwave PostgreSQL MP, follow these steps:

1. Install PostgreSQL MP on a Management Server

2. Import PostgreSQL MP Management Packs

3. Configure PostgreSQL MP
a. (Linux platform only) Deploy PostgreSQL OMI Provider
b. (Linux platform only) Configure PostgreSQL OMI Provider
c. (Windows platform only) Configure PostgreSQL

4. Llicense PostgreSQL MP Management Pack

If you are upgrading the Tegwave PostgreSQL MP from previous versions, follow these steps:

1. Install PostgreSQL MP on a Management Server

M? Note: You may be asked to close the System Center Operations Manager console.

2. Remove old Management Packs — please follow the detailed instructions for the specific
version

3. Import new PostgreSQL MP Management Packs

4. (Linux platform only) Upgrade PostgreSQL OMI Provider

Please see the details of each step in the following sections.

BEFORE YOU BEGIN
Before you begin the installation, take the following steps:

1. Make sure that your environment meets the prerequisite conditions described in section
System Requirements.

2. Prepare PostgreSQL user account that will be used for monitoring — see Appendix A (Linux
platform only) If you are using sudo-enabled accounts for Operations Manager
monitoring, see Appendix B



STEP 1 - INSTALL POSTGRESQL MP ON A MANAGEMENT SERVER

Log on to the Management Server using an account with local Administrator rights and launch
the Tegwave.PostgreSQL_MP.msi setup package.

1. Click Next to start the installation.

s Tegwave PostgreSQL Management Pack Setup \;li-

Welcome to the Tegwave PostgreSQL
Management Pack Setup Wizard

The Setup Wizard will install Teqwave PostgreSQL
Management Pack on your computer. Click Next to continue
or Cancel to exit the Setup Wizard.

ack Next | | Cancel

2. Read and accept the license agreement. If you reject the agreement, you will not be
able to continue the installation.

1) Tegwave PostgreSQL Management Pack Setup I;‘i-

End-User License Agreement

Plzase read the following license agreement carefully

End User License and Support °
Agreement

Version 1.0

IMPORTANT NOTICE: PLEASE READ CAREFULLY BEFORE
INSTALLATION

[w1 accept the terms in the License Agreement

Print | | Back || Mext | | Cancel




3. Click Next to install to the default folder or click Change to choose another folder.

Destination Folder
Click MNext to install to the default folder or dick Change to choose another,

Install Tegwave PostgreSQL Management Pack to:

IC:‘Prograrn Files\Tegwave\PostgreSQL_MPY

4. Click Install fo begin the installation.

Ready to install Teqwave PostgreSQL Management Pack

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.




5. Click Finish.

15 Teqwave PostgreSOL Management Pack Setup \;‘i-

Completed the Teqwave PostgreSQL
Management Pack Setup Wizard

Clidk the Finish button to exit the Setup Wizard.

Back Cancel

STEP 2 - IMPORT POSTGRESQL MANAGEMENT PACKS

u? Note: If you are upgrading Management Pack from versions 1.x or 2.x, please remove the following
MPs from the SCOM before continuing with the instructions below:

¢ Teqwave Management Pack for PostgreSQL on Linux (Monitoring)

o Teqwave Management Pack for PostgreSQL on Unix/Linux (Reports)

o Tegwave Management Pack for PostgreSQL on Unix/Linux (Advanced Dashboards)
o Tegwave Management Pack for PostgreSQL on Unix/Linux (Presentation)

The following table describes the files included in this management pack.

Display name Description
Tegwave.PostgreSQL.Library.mpb Tegwave Management Pack for This
PostgreSQL (Library) management

pack provides
definitions of
PostgreSQL
core classes.




Tegwave.PostgreSQL.Linux.Core.mpb

Tegwave Management Pack for
PostgreSQL on Linux (Core)

This is
PostgreSQL
management
pack that
provides Linux
SCOM agent
resources for
monitoring
PostgreSQL on
Linux.

Tegwave.PostgreSQL.Presentation.mpb

Tegwave Management Pack for
PostgreSQL (Presentation)

This
management
pack provides
dashboards
showing the
PostgreSQL
database and
server
summary.

Tegwave.PostgreSQL.PresentationAdv.mp

Tegwave Management Pack for
PostgreSQL (Advanced
Dashboards)

This
management
pack provides
advanced
dashboards
showing
PostgreSQL
hosts,
instances and
databases.

Tegwave.PostgreSQL.Unix.Monitoring.mp

Tegwave Management Pack for
PostgreSQL on Linux (Monitoring)

This
management
pack provides
functionality
for monitoring
PostgreSQL on
Linux.

Tegwave.PostgreSQL.Unix.Reporting.mp

Tegwave Management Pack for
PostgreSQL on Linux (Reports)

This
management
pack contains
PostgreSQL
reports for
Linux server
instances.




Tegwave.PostgreSQL.Windows.Discovery.mpb Tegwave Management Pack for This

PostgreSQL on Windows (Discovery) management
pack discovers
PostgreSQL
components on
Windows.

Teqgwave.PostgreSQL.Windows.Monitoring.mpb Tegwave Management Pack for  hjs

PostgreSQL on Windows management
(Monitoring) pack provides
functionality for
monitoring
PostgreSQL on
Windows.

Tegwave.PostgreSQL.Windows.Reporting.mp Tegwave Management Pack for This

PostgreSQL on Windows (Reports)  imanagement

pack contains
PostgreSQL
reports for
Windows server
instances.

To import the Tegwave PostgreSQL MPs to the System Center Operations Manager, perform the
following steps:

eI

On the Management Server, start the System Center Operations Manager console.

In the Operations console, click Administration.

Right-click the Management Packs node, and then click Import Management Packs.
The Import Management Packs wizard opens. Click Add, and then click Add from disk.
The Select Management Packs to import dialog box appears. Locate the management
packs in the MP installation directory %Programfiles%\Teqwave\PostgreSQL_MP,
select all MP files and then click Open.

On the Select Management Packs page, the management packs that you selected for
import are listed. An icon next to each management pack in the list indicates the status
of the selection, click Install.

The Import Management Packs page appears and shows the progress for each
management pack. If there is a problem at any stage of the import process, select the
management pack in the list to view the status details. Click Close.

packs can be imported from the System Center Operations Manager installation directory.




A Note: If you are upgrading Management Pack from version 3.x, please remove the following MPs
after all above steps have been completed:

e Teqwave Management Pack for PostgreSQL on Windows Server 2012 R2 (Discovery)
o Teqwave Management Pack for PostgreSQL on Windows Server 2016+ (Discovery)

These two Management Packs are not used anymore since version 3.2, therefore you can remove them
from the SCOM system.

STEP 3A - DEPLOY/UPGRADE POSTGRESQL OMI PROVIDER (LINUX PLATFORM ONLY)

You can skip this part if you are running PostgreSQL on Windows platform and continue with step 3C.

Monitoring of PostgreSQL Server requires that the corresponding OMI Provider is deployed to the
managed computer. The PostgreSQL OMI provider uses a preconfigured PostgreSQL user and
the PostgreSQL client library to retrieve performance and health data back to Operations
Manager.

installation package to be updated on the SCOM Management Servers. To speed this up, we recommend
restarting Microsoft Monitoring Agent service on all SCOM Management Servers that are dedicated to
monitoring PostgreSQL Linux servers.

1. In SCOM Console navigate to Monitoring | Teqwave PostgreSQL | MP Administration |
Linux Monitoring Agent Configuration | All UNIX/Linux Computers view and select servers
on which you want to deploy PostgreSQL OMI provider

Monitoring < Linux Monitoring Agent Configuration

4 |15 Teqwave PostgresQL -

@] Alerts All UNIX/Linux Computers (4

<.| Server Di;

= erver Diagram 4, Look far: Find Now Clear

=®] Summary

A Databases State (&) Name P Address Architecture () Tequwave PostgreSQL Agent (Unix)

4 (5 MP Administration /A, Warning centos1.dev.lab 10.10.2.124 86_64 (O ot monitored
] Licensing (&) Healthy centos3.dev.lab 10.10.2.133 x86_64
] Linwx Monitoring Agent Configuration 24 Critical ubuntu2 10.10.2.121 x86_64

4 [ig Servers AL warning ubuntu3 1010.2.122 x86_64 (O Not monitored
5] Server Overview
[=0] Server Performance
2% Server Ssummary

=] servers

A Server Performanice




2. Run PostgreSQL Install Provider (or PostgreSQL Upgrade Provider if you are upgrading)
task and check if there are any errors in the task output before continuing.

@ Help

Run the task on these targets

Target Run Location
[v] ubuntu3

Task Parameters

Name Value

Task credentials Task description

(®) Use the predefined Run As Account Installs Teqwave PostgreSAL provider on the
. This enables menitoring of
O Other : PostgreSGL server instances.

User name : | |

Password : | |

Domain : |DEV v|

Task confirmation

[] Den't prompt when running this task in the future

Task Output:
stdout: Installing Teqwave PostgresMP agent ...
————— Installing package: Teqwave_PostgresMP —--—-
fopt/omi/bin/omiserver: refreshed server
Created /opt/omi/lib/libPostgresProvider.so
Initialize logging: logfileCount=10, logfileSize=10000000, filename=/var/opt/teqwave/PostgresMP/log/provider_ log
Created /ete/opt/omi/conf/omiregister/root-teqwave-postgres/PostgresProvider.reg
stderr:

returnCode:



3. Run PostgreSQL Discover Provider fask to discover the installed provider instantly. Check
the task output for any errors.

Thetask completed successfully.

Task Status Task Target
(©)PostgresSQL Discover Provider  Success centos1

Task Output 3 Copy Text 53 Copy HTML

() Postgresql Discover Provider Task Description A

Status: Success This taks will initiate discovery of the Teqwave PostgreSQL
Scheduled Time:  11/23/2017 11:37:12 PM Provider,

Start Time: 11/23/2017 11:37:12 PM

Submitted By: DEV\administrator

Run As:

Run Location:

Target:

Target Type: Linux Computer

Category: Maintenance

Task Output:

< Dataltem type =" System.OnDemandDiscoveryResponse * time =" 2017-11-23723:37:12.0915201+01:00 ~
sourceHealthServiceld =" 90EB2EFD-99E0-7C37-7245-9342FA9167AS ~ >
< Result » SUCCESS </ Result >
< Timestamp > 2017-11-23723:37:12.0835203+01:00 </ Timestamp >
</ Dataltem >

You can dose this dialog at any time. Doing so will not interrupt executing tasks. You can check the status of tasks in a task status
view.




4, If discover task is successful, refresh PostgreSQL Monitoring Agents view. The new host and
the provider version should be listed in the view.

PostgreSQL Monitoring Agents (3)

Path Version
ubuntu2 3.0.127-0
centost.dev.lab 3.0.127-0

ubuntu3 301270




STEP 3B - CONFIGURE POSTGRESQL OMI PROVIDER (LINUX PLATFORM ONLY)

configuration.

1. Navigate to Monitoring | Teqwave PostgreSQL | MP Adminisiration | Linux Monitoring
Agent Configuration | PostgreSQL Monitoring Agents view and select server on which
you want to configure PostgreSQL OMI provider

Linux Monitoring Agent Configuration

All UNIX/Linux Computers

2, Look for: Find Now  Clear x
State @ Name IP Address Architecture  (0) Teqwave PostgreSQL Agent (Unix)
/1., Warning centos1.dev.lab 10.10.2.124 xB86_64 O Not monitored
@ Healthy centos3.dev.lab 10.10.2.133 xB86_64
.t Critical ubuntu2 10.10.2.121 xB86_64
4\, Warning ubuntu3 10.10.2.122 xB86_64 O Not monitored
PostgreSQL Monitoring Agents (2 PostgreSQL Connection Configurations )
Path Version Path InstancelD Address Port. Username Default Databa|
centosi.dev.lab 3.0.1380 ubuntu3 ubuntu3.dev.lab:127.0.0.1:543Z postgres 127.001 5432 postgres postgres
ubuntu3 3.0.1380 centos1.dev.lab centos1.dev.lab:/tmp:5432 postares AAmp 5432 postgres postgres
ubuntu3 ubuntu3.dev.lab:127.0.0.1:5431: postgres 127.001 3431 postgres postgres
< >
Detail View v
[ Teqwave Postgresal Agent (Unix) properties of PostgreSQlL MP Provider (ubuntu3)
Display Name PostgreSQL MP Provider (ubuntu3)
Full Path Name ubuntu3\PostgreSQL MP Provider (ubuntu3)
Version 3.0.1380

22



2. Run Set PostgreSQL Configuration task, click Override and enter PostgreSQL Monitoring
Username, PostgreSQL Monitoring Password, and PostgreSQL Database Server Host or

Socket Directory parameters.

1, Run Task - Set PostgreSQL Configuration B
@ Help
Run the task on these targets
Target Run Location
[#] PostareSQL MP Provider uburtu2

Override the task parameters with the new values

MName Default Value New Value

Timeout Seconds 60

Task Parameters

PostgreSQL Port 5432 5432
Name PostgreSGL Monitoring Usemame postgres
:Ete:rjsglc_o;:: PostgreSGL Manitering Password (.
Postare SQL Monitoring Use PostgreSGL Host Name 127.0.01
Postgre SGL Monitoring Pasq PostgreSQL Default Database postgres postgres|

Postgre SQOL Host Mame
Postgre SQL Default Databal

Task credentials
®) Use the predefined Ru

O Other :

User name : -

Password :

Domain :

Task confirmation
[] Don't prompt when running this task in the future
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3. Run Discover PostgreSQL Configuration task fo discover the provider configuration
instantly. Check the task output for any errors.

Thetask completed successfully.

@ Help

Task Status
@Discover PostgreSQL Configur... Success

Task Target
postgresgl mp provider

Task Output

@ Discover PostgreSQL Configuration

123 Copy Text 153 Copy HTML

Task Description ~

Status: Success This taks will initiate discovery of the PostgreS0L server instance
Scheduled Time:  11/23/2017 11:56:38 PM connection configuration.

Start Time: 11/23/2017 11:56:38 PM

Submitted By: DEViadministrator

Run As:

Run Location:

Target:

Target Type: Tegwave PostgreSQL Agent [(Unix)

Category: Maintenance

Task Output:

< Result > SUCCESS </ Result >

</ Dataltem =

< Dataltem type =" System.OnDemandDiscoveryResponse " time =" 2017-11-23T23:56:38.9577429+01:00 "
sourceHealthServiceld =" 90E82EFD-99E0-7C37-7245-9342FA9167AS © >

< Timestamp > 2017-11-23T23:56:38.9527446+01:00 </ Timestamp >

You can close this dialog atany time. Doing so will not interrupt executing tasks. You can check the status of tasks in a task status view.

Close




4. If discover was successful, you should be able to see the configuration details under the
PostgreSQL Connection Configurations view.

PostgreSQL Connection Configurations ©

Path InstancelD Address Port Username Default Database
ubuntu? ubuntu2.dev.lab:127.0.0.1:5432:postgres 127.0.0.1 5432 postgres postgres
ubuntu3 ubuntu3.dev.lab:127.0.0.1:5432:postgres 127.0.0.1 5432 postgres postgres
centosl.dev.lab centos.dev.lab:/tmp:5432:postares Stmp 5432 postgres postgres
ubuntu3 ubuntu3.dev.lab:127.0.0.1:543 1:postgres 127.0.0.1 5431 postgres postgres

STEP 3C - CONFIGURE POSTGRESQL (WINDOWS PLATFORM ONLY)

L% Note: This section is applicable only if you are running PostgreSQL server(s) on the Windows platform.
You can skip this part if you are running PostgreSQL on Linux platform.

1. In SCOM Console navigate to Authoring | Management Pack Templates | Teqwave
Windows PostgreSQL Monitoring, right-click it and select Add Monitoring Wizard...:

Authering ¢ Tegwave Windows PostgreSQL Monitol
4 |7 Authoring \:k Look for
F] Q"‘.:' Management Pack Templates Mame
E_ﬁ, MET Application Performance Monitoring
™ Cloudera Cluster Monitoring
g OLE DB Data Source
Q Process Maonitoring
Cg TCP Port
[@ Tegwave Windows PostgreS0L Maonitari 1
T2} UNIX/Linux Log File Monitoring Cd  Add Monitoring Wizard...
E UNMIX/Linux Process Monitoring ':.i- Refresh F5

C5) Web Application Availability Monitoring
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2. On the Monitoring Type page select Teqwave Windows PostgreSQL Monitoring and click
Next:

Q Add Menitoring Wizard

E Select Monitoring Type

Monitoring Type

General Properties
Select the monitoring type

Postgre5GL Nodes

Summary NET Application Performance Monitaring
¥ Cloudera Cluster Monitoring

OLE DB Data Source

Process Monitoring
TCP Port

Te i Mo
LN/ Linwe Log File Monitoring
UNE¥/Linwe Process Monitoring
Web Application Availabilty Monitoring
Web Application Transaction Monitoring
f+ Windows Service

3. On the General Properties page provide Name and Description for your configuration
template and select target Management Pack to store configuration to:

a Add Menitoring Wizard

E General Properties

Menitoring Type

General Properties
Enter a friendly name and description

PostgreSGL Nodes

Summary MName:
Postgre SQL on Windows

Description:

Management pack

Select destination management pack:
|postg’esdm_overrides

For more information about target Management Pack, please see Best Practice: Create
a Management Pack for Customizations section. You can create a new management
pack right from this wizard by clicking the New button, located next to Management
Packs drop-down list.
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4. On the PostgreSQL Nodes page click on the Add button to add your PostgreSQL Servers
that you want to monitor. A new window will open (PostgreSQL Details) where
PostgreSQL server details have to be entered.

@ Add Monitoring Wizard

Monitoring Type

General Properties

PostgreSQL Nodes

Summary

Manage PostgreSQL Nodes

Manage an agent-managed windows computer with installed PostgreSQL
PostgreSCL Details x
PostgreSQL Details
Provide details about the PostgreSQL you want to
menitor.
PostareSQL Node Fmeve |
PostgreSGAL Node:
‘ I Browse I
PostgreSQL Port:
PostgreSQL Default Database:
PostgreSGQL Credentials Run As Account
-

@ Help

5. In PostgreSQL Details window click Browse and select PostgreSQL server node. Add
PostgreSQL Port number and Default Database.

Meanitering Type

General Properties

PestgreSQL Nodes

Summary

E Add Monitoring Wizard

Select Windows PostgreSOL Node

Enter your search text below. This searches beth name and domain.

@ Help

pasr

Auailable items

Name Domain

pags i tec
E pgsrvl3tegwave co

E pgsrv(4 teqwave com

m
m

teqwave.com
teqwave.com

com




6. If the Run As account that will be used for PostgreSQL monitoring is not created yet,
please click on Create Run As Account button and create one.

a Add Moenitering Wizard x
' PostgreSQL Nodes
Manitoring Type @ Help
General Properties
Manage PostgreSQL Nodes
PestgreSQL Nedes
Summary Manage an agent-managed windows computer with installed PostgreSQL.
PostgreSOL Details X
PostgreSQL Details
Provide details about the PostgreSQL you want to
PostgreSQL Node | Create Run As Account X ([EHRavE
Enter PestgreSQL Menitoring credentials:
Dty e
Username:
a—
Create Run As Account
a Add Monitoring Wizard x
E PostgreSQL Nodes
Menitering Type @ Help
Generzal Properties
Manage PostgreSQL Nodes
PostgreSQL Nodes -
Summary Manage an agent-managed windows computer with installed PostgreSQL.
PostgreSQL Details X
PostgresSQL Details
Provide details about the PostgreSAL you want to
maonitor.
PostgreSAL Node Frave |
PostgreSQL Node:
|pgsrvﬂ$‘ com | | Browse |
PostgreSAL Port:
(542 |
PostgreSQL Default Database:
|Dostgres |
PestgreSQL Credentials Run As Account:
| Postgres Monitoring ~ ‘
| Create New Account |
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7. After adding all PostgreSQL server nodes that you want to monitor, check the
configuration and create a monitoring template.

@ Add Maonitering Wizard

Menitering Type
General Properties

PostgreSGL Nodes

Summary

Confirm the settings
Property Value
Name PostgreSQL on Windows

Management Pack
Postgre SGL Hostname
Port

Default Database

Run As Account

Postgre SQL Hostname
Port

Default Database

Run As Account

postgresgimp_ovemdes
pasrvl2 teqwave com
5432

postares

Postgres Manitoring

poerv04 teqwave com
5432

postares

Postgres Monitoring




STEP & - LICENSE POSTGRESQL MP MANAGEMENT PACK

Tegwave PostgreSQL MP is licensed on a per PostgreSQL server instance basis. Every PostgreSQL
server instance requires a valid license in order to be monitored. All databases running on the
server instance will be automatically monitored.

Before using Tegwave PostgreSQL MP, a valid license must be obtained. There are two license
types:

e Evaluation licenses and
e Subscription licenses

Evaluation licenses are fime-limited and are used for product evaluations. Subscription licenses
are issued after the product is purchased.

& Note: If you have upgraded the MP from the previous version, we recommend to restart health service
on all SCOM Management Servers that are used for PostgreSQL monitoring to be sure that the new
licensing module is loaded.

OBTAIN THE LICENSE

SUBSCRIPTION LICENSE

If you have purchased the PostgreSQL MP then the license file should already be sent to you
electronically. You can skip this step.

EVALUATION LICENSE

To obtain the evaluation license activation file, send an E-mail with the following details to the
Tegwave licensing department af licensing@tegwave.com:

e Your company hame
e Number of database instances you would like to monitor

Use the same E-mail address if you have any questions about the licensing process.
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APPLY THE LICENSE

To apply the license, open SCOM console on a SCOM server with admin privileges and navigate
to Teqwave PostgreSQL -> MP Administration -> Licensing view.

4 |5 Teqwave PostgresOL
@] Alerts
Server Diagram
Summary
I |4 Databases
a E; MP Administration
Licensing
|@] Linux Monitoring Agent Configuration
4 3 Servers.

In the License Keys tab click on Add License Key button, copy the license key to the Add new
license text box and press Ok.

License Keys | Assign

Add new license key:

nsZeAh=Rp&ak\gBhdW+ ~
+ ApStnQubhiZWaR5GABGENOLCPJgZ|Sr¥mdKSadP e RbmExEVFPk DNi2DA3aPu
UGCFJe 2Mu'YUdkv 5K zP NaojVo BHo Ti7Y04EGSRaB T6Z54d Y.t 7IAP Ado GyGW 3Md
+GfE+efgROrFIXvXzct2dn P 112gpuf Sjd5cV Sy SfalgGg 39

<y CTrlbS8+4Gf/EQS 160D MISBEMw Liinc/ TELai/ZIWasa Serl0X

+bxEl0V¥cEs 1Ccal1Pd2P FlzHJCCID USO6er5e 7Rawdo -]

| Remove License Key | | Add License Key |

Save

Open Assign tab, select PostgreSQL server instances that you want to license from Available
Instances table, press Add fo move them to Licensed Instances table and press Save.
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In case you have added multiple license keys, you can select from which license pool you are
assigning the license by selecting the license from the top left corner (Select License).

License Keys | Assign

Select License:

| Temporary - 12/13/2017

| - | All Licenses: 10

Available Licenses: 10

Available Instances: Licenzed Instances:

centosl.dev.laby/tmp:3432
ubuntul.devlab:127.0.0.1:5432

<< Remove

4 Note: PostgreSQL server instances have to be discovered before applying the license. Please
configure the MP and wait a couple of minutes for the initial discovery to finish and then apply the
license.
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MONITORING WITH TEQWAVE POSTGRESQL MP

The Tegwave PostgreSQL MP includes a comprehensive set of views available under the
Tegwave PostgreSQL folder in the Ops Mgr console Monitoring tree. The folder includes views for
alerts, performance, state, and diagrams. Subfolders allow drill-down into filtered views for
PostgreSQL servers and databases.

F] @ Teqgwave PostgresOL
@] Alerts
Server Diagram
Summary
4 |[g Databases
Database COverview
| Database Performance

Database Summary
Databases
4 I_"_-Q Database Performance
[ DB Activity
[ DB Connections
f] DB Disk 10
@ DB General
@ DE Maintenance
j DE Sessions
[ DB Temp Files
@ DETransactions
4 | MPAdministration
Licensing
@l Linux Monitaring Agent Configuration
4 I_E Servers
Server Ovenview
Server Performance
Server Summary
Servers
4 "—3 Server Performance
B server Activity
@ Server Buffers
[ server Checkpoints
@ Server Connections.
[ server Disk 10
@ Server General
E Server Maintenance
E Server Replication
@ Server Sessions
@ Server Transactions
@ Tablespace General
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TOPOLOGY DIAGRAM VIEW

PostgreSQL MP topology shows PostgreSQL components including servers, instances, databases,
and tablespaces.

|

. ®, % W W @

centosTde |+ pasrl2ieq + pasnldteq + ubuntu2 de |- ubuntud.de [ ubuntud.de
vlabifimp:.. wave.com.. wave com.. vlab127.. vlab127.. wlab 27 ..

wo--

@ =19

Databazes Repl
Targets

8
80 ‘80 L:]@ D@

10102122 & 1010 2.136 &
(ubuntu3) {ubuntud)

H
-
1©
§
-
1©

i
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ALERTS AND KNOWLEDGE BASE

The Alert views reveal current issues in your PostgreSQL database.

Tegwave PostgreSQL MP includes Alerts view under the Teqwave PostgreSQL folder, showing all
alerts generated by the Tegwave MP for PostgreSQL.

Manitoring < Herts

+ (1] Dasroose_Datavases
+ (] Dastooaea Seves Active Alerts )
+ A Qoo =
] unked Regors
4 (3 Ui Host Dashooard lgor & Ion Pamn Source. &) name Resobton State  Crested Age -
5] Linu Host Dashboara 4 Scvesity: Waming (2)
» 5 Microsot it Collection Senices A ubuntu2 ubuntu2.devla PostareSal Server WAL Lug Level Not Configured ds Ex... Hew
© L4 Microsatt HOImsigh: rn ubuntul ubuntul. dev.a... Postgre5QL Server Autovacuum Not Enabled
» L Microsaf S0a server
& 3 Migrosaft indows Cliert
+ [ Microsoft Windoms Server
» [ mysaL
3 Network Monitoring
3 Onerations Management Suls:
4 Operations Manager

9/19/2017 31432 P 6 Days, 57 Minu...
Hew B152017102732PM 40 Days, 23 Hou..

» i SyibeticTrarsaction
e
» L Tequave Cloudens
* "-g"m“m 2 tan Fatn Source @ Mame
1];“': 4 Sevesity: Watning (1)
5 summary i ubuntuz
> 3 Databases
> A M Administiation ]
4 i Serers
) Server Overview

Closed Alerts ()

Resokbon State  Created Age -

uountu2devia_  PostareSQL Server WAL Log Level Not Contig.. Closed 8212017 119433PM 34 Days, 22 Hou

[5¥] Server Summary
£ servers
4 (G Prtommance Data
B8 Server Acthity
18 Server Butters
[ied server Checkpaines
154 Server Comnactions
14 Serve Disk 10
14 Server Trarsactions
» 3 UNKma Computers

Alert Details

i PostoreSOL Server Autovacuum Mot Enabled Alert Description 2
= un ka2 e 1ot 127,007
5 Wt ortcstonraesciononkorrg souree [ —

The autovacuum feature for PastgreSGL server instance ubuntu2.dev.lab:127.0,0.1:5432 s tumed off,
4 Ful Path Name: UBuUAtUZUbURtU2 dew 13:127.00.1:5432
B s e 0 mertMoniter () Autovacuum Enabled

Creates 81572017 102732 P
Sheaw or Hide Views..
e View »

Knoudesge: B3 View adettional knowiedge.
Bl Monitoring
T huthering

caum t0 work. Tnis parameter tan only be set in the pestgresgLeant il or on the server howeer, can be aisabied for oy

151 Reporting
& Adminktrton PostreSL Gatabases reause i BT ToIMS o FEGUIST MAINLENNCE 35 a1 5 30063, UpSTed, A0 deleted

Note that even when this parameter is disabled, the system willlaunch autovacuum processes f necessary 1o prevent transadtion ID wiaparound. See Preventing Transaction D Wraparound Failures for more Information.
(B iy orkopace

+ VACUUM geans up aner . incuging

regime

¥iaible and FERUNING Ireed 3Dace 1o where It an be re-used. The mare offen you UFDATE and DELETE information fram the Gatabase, the more IKEl youl need 3 16QUIar vacuum desning

For each alert, you can view a knowledge base article that provides detailed information about
the issue, possible cause description, resolution steps and links fo external resources.
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@ Write Ahead Log Level Properties

| General I Health I Alerting I Diagnostic and Recovery | Configuration | Product Knowledge |Company Knowledge I Overides

Summary
Checks if wal_level parameter is set to archive or higher,
Configuration

The following configuration parameters are customizable:

Interval (sec) The recurring interval of time in seconds in which the monitor is started (the default value is set to 300 seconds).

Expected Value The expected value of the monitor (the default value is " (archive|hot_standby]S].

Causes

By default wal_level parameter is set to minimal,

Minimal WAL does not contain enough information to reconstruct the data from a base backup and the WAL logs, so archive ar higher must be
used to enable WAL archiving and streaming replication.

Resolutions

wal_level determines how much information is written to the WAL, The default value is minimal, which writes only the information needed to
recover from a crash or immediate shutdown. archive adds logaing required for WAL archiving; hot_standby further adds information required to
run read-only queries on a standby server; and, finally logical adds information necessary to support logical decoding. Each level includes the
information logged at all lower levels, This parameter can only be set at server start,

External Knowledge Sources
See PostgreSOL documentation on Write Ahead Log,

DASHBOARDS

Dashboards help you quickly drill down into the root cause of a problem and speed up the

froubleshooting process. These dashboards allow you to analyze the metric history for a specific

performance areaq.

SUMMARY DASHBOARD

The summary dashboard shows a health status overview of all PostgreSQL components — Servers,

Server Instances, and Databases.

In the top view, the dashboard shows the health state in an aggregated way. It is possible to drill
down from the top view to the Instance view in order to investigate the root cause of the issue.

You can return to the home page from any Instance view by clicking the Home part of the

navigation pane.
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All group files on the top view are collapsed by default. A tile consists of two parts; the left part
displays the number of objects within a group in the worst state and the total number of objects.
The right part of the widget displays the number of alerts with the highest severity.

Summary

Home

» Group of PostgreSQL Computers = » PostgreSQL Server Instances » PostgreSQL Databases

1 of1 2 6of6 O

CRITICAL CRITICAL @ HEALTHY INO ALERTS
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The expanded mode shows the number of objects in other states in addition to the data, which
is displayed in the collapsed mode.

By default, the expanded mode displays three Alert widgets: Critical, Warning and Info. The
number of alerts for each alert type is displayed within the corresponding widget.

The Aggregated state monitor tile provides the number of the objects’ selected classes per
state.

The Aggregated performance tile shows five columns each representing the number of the
objects’ selected classes in the current data range.

Summary

Home

~ Group of PostgreSQL Computers =

1 critical Total Processor Time Total Processor Time (%)

0 warning

1 0 unavailable O O
of1 1 healthy
() crimicaL (%) crimicaL O wro
Ohealthy
Available Memory Used Memory (%) Available Swap Space Used Swap Space (%)
o 1 heaithy o 1 healthy
Logical Disk Free Space Logical Disk Used Space (%) Disk Reads/sec Disk Writes/sec

o 3 healthy

Disk Read Bytes/sec Disk Write Bytes/sec Network Bytes Received/Sec

Network Bytes Sent/Sec

b PostgreSQL Server Instances b PostgreSQL Databases

6of6 O

() HEALTHY NO ALERTS
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Instance view of the Dashboard opened while drilling intfo a group or an object from the

previous Instance view or top dashboard view is provided below:

Meonitoring

Total Processor Time (%)

() HeaHy * 1
14 max

Jj\[. ” 2.549avg
\_,__....__ A 1 min

Total Processosor Interrupt Time (%)

() HeaHy 0

Total Processor DPC Time (%)

@ HEALTHY ¢ 0

0.333 max
0.007 avg

0 min

Total Processor 10 Wait Time (% )

Total Processor User Time (%)

W1

Available Memory (MB)

@ wearmy V¥ 510

537.333max

'\ \j 519193205
\""‘"[‘ 494 min

Available Memory (% )

W52

50 max
47.105avg
45 min

Available Swap Space (%)

0

10.333 max
1.993 avg

W
u—__-" -

L"% Note: Microsoft SQLServer Visualization Library MP version 6.6.0 is the prerequisite for this
dashboard.
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DATABASE SUMMARY

This dashboard shows a health status overview of all PostgreSQL databases.

In the top view, the dashboard shows the health state in an aggregated way. It is possible to drill
down from the top view to the Instance view in order to investigate the root cause of the issue.
You can refurn to the home page from any Instance view by clicking the Home part of the
navigation pane.

Database Summary

Home

~ PostgreSQL Databases

Database Disk Usage (in MB)

0 unavailable O
0 maintenance

0 not monitored (%) cRITICAL

9 healthy

Active Sessions Idle Sessions Cache Hit Ratio (%)

Transactions Rolled Back Per Second

# Note: Microsoft SQLServer Visualization Library MP version 6.6.0 is the prerequisite for this
dashboard.
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DATABASE OVERVIEW

Database Overview dashboard shows top PostgreSQL databases by:

e Buffer Cache Hit Ratio (%)
e Rows Fetched

¢ Database Size (MB)

e Active sessions

e Tablespace size (MB)

¢ Transactions Committed

Database Overview
Server Instances Buffer Cache Hit Ratio (%) (7) Rows Fetched (7)
Health  Instance Name #Dstabases  Total Size (MB)  Total Sessions Target  Average Value Target  Average Value
A slestmpis432 1 21.04 1 bench  [GES3NN bench
A\ ubuntu2deviab:127.001:5432 T 47518 4 results (GOSN postgres (5288
A, centosldevlabiftmpi5432 1 188 1 TesDb (G032 rcfg o4
A rhell.dev.ab:127.0.0.1:5432 2 9137.81 1 pgbench _ pgbench -1
storeopp  [G8E3IIIIN results [E0D9
g (SIS storeapp (B
postgres (S8R TestDb  [BEMT
Database Size (MB) (7) Active Sessions (7) Tablespace Size (MB) (4) Transactions Committed (7)
Target  Average Value Target  Average Value Target Average Value Target  Average Value
bench (27079 bench AN pg_default 451 bench
postgres 156650 postgres [ po_global 056 postgres [406
pgbench (2202 storeapp 0 demo_tblspc  0.04 storeapp 0
resutts |7.09 refg 0 storeapp_tolspc  0.02 rcfg 0
refg |70s Testbb 0 TestDb 0
storespp |7.02 results 0 results 0
TestDb 692 pgbench 0 pgbench 0
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DATABASE PERFORMANCE

Database Summary dashboard shows important database metrics in a single view. Users can
choose the database by clicking Database Name from the list of databases. After that user can
see intuitively visualization of:

Database Sessions

Database Transactions
Database Activity (Rows In/Out)
Database I/O metrics

Database Performance

Databases (11)

Health  Database Name 4 Instance
A bench ubuntu2 devabi127.0.0.1:5432bench =
A bench thell.dev.lab127.0.0.1:5432:bench H
@  pgbench ubuntuZdev.abi127.0.0.1:5432pgbench
@  postgres ubuntuZ.dev.abi127.0.0.1:5432postgres
@  postgres slesT:/tmp:5432:postgres
@ postares thell.dev.lab:127.0.0.1:5432:postgres -
Database Sessions Database Transactions
1 -
0
0 ©
@
— ©
[\ -
0
a0 e o sooem ;M soma enoma T;ew e smeu  sae .
J0m e s0m WA SR GmAM G 7o ZIRM s R0
Show  Color  Metric Cur. Av. Ma.
R Active Sessions Show  Color  Metric Cuf Ave  Maw
B Total Sessions @ Tronsactions Rolled Back Per Second
B (Gle Sessions BN Transactions Committed Per Second
Database Rows In/Out Database Block I/0
2000
000
2500
2000
2000
1000 1500
% o
o
3o 4PM 430PM SooRM SI0PM GIAM G30eM  T0PM 7AW seosm  E30bw
a0
Show  Celor  Metric Cute  Ave Man.
@R Rows Inserted Per Second °
BweM R G0M SoRM SR Gmma GaRw Toom 7ama GoomM 200
@ Rows Updated Per Second
BN Rows Deleted Per Second Show  Color  Metric Cur,
@R Rows Fetched Per Second @ Disk Block Reads Per Second
B Rows Returned Per Second @ Buffer Hits Per Second

42



SERVER SUMMARY

This dashboard shows a health status overview of all PostgreSQL server instances.

In the top view, the dashboard shows the health state in an aggregated way. It is possible to drill
down from the top view to the Instance view in order to investigate the root cause of the issue.
You can refurn to the home page from any Instance view by clicking the Home part of the
navigation pane.

Server Summary

Home

~ PostgreSQL Server Instances

0 critical Autovacuum Enabled Connection Availability Status

4 warning
0 unavailable 2
0 maintenance 4 warning 4 healthy
0 not monitored () crimicaL
0 healthy
Logging Cellector Enabled Write Ahead Log Level Total Sessions Active Sessions
3 warning P
1 hesithy warning

Idle Sessions Buffer Cache Hit Ratio (%) ? Used Sessions (%) Transactions Committed Per Second

Transactions Rolled Back Per Second Scheduled Checkpoints Requested Checkpoints

E% Note: Microsoft SQLServer Visualization Library MP version 6.6.0 is the prerequisite for this
dashboard.
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SERVER OVERVIEW

Server Overview dashboard shows top PostgreSQL server instances by:

e Instance Size (MB)
e Active Sessions
e Buffer Cache Hit Ratio (%)

e Transactions Committed Per Second

e Rows Returned Per Second
e Deadlocks

Server Overview

Instance Size (MB) (3)

Active Sessions (3)

Target Average Value

rhell.devlab127.00.1:5432 (@178l

ubuntu.dev.lab:127.0.0.1:5432 |4m.35
sles1:/tmp:5432 21.04

Target Average Value

ubuntu2devlab:127.0.0.1:5432 [0
slesTi/tmp:5432 B
rhelldevlabi1z7001:5432 [N

Buffer Cache Hit Ratio (%) (3)

Transactions Committed Per Secon...

Target Average Value

slesTiftmp:5432 _
rhell.devlab127.0015432 B0
ubuntuZ.dev.lab:127.00.1:5432  [HB00Y

Target Average Value
ubuntu2.devlab:127.0.0.1:5432 [BENN
sles1:/tmp:5432 0

rhell.dev.lab:127.0.0.1:5432 0

Rows Returned Per Second (3)

Deadlocks (3)

Target Average Value

ubuntu2.dev.lab:127.00.1:5432 [112848

rhell.devlab127.001:5432 6083
slesT:/tmp:5432 4599

Target Average Value
sles1:/tmp:5432 0
rhell.dev.lab:127.0.0.1:5432 0
ubuntu2 dev.lab:127.0.0.1:5432 0
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SERVER PERFORMANCE

The server Performance dashboard shows important server metrics in a single view. Users can

choose the server instance by clicking Server Instance Name from the list of servers. After that
user can see intuitively visualization of:

e Server Sessions

e Server Transactions

e Server activity (Rows In/Out)

Server Performance

Server I/O metrics

Servers (4)

Health Server Instance - Version
a centos1.devlab:/tmp:5432 9220
a rhell.dev.lab:127.0.0.1:5432 100
4 slesT:/tmp:5432 963

i

ubuntu2.devlab:127.0.0.1:5432  96.2

Server Sessions

Server Transactions

3

Shew  Color  Metric Cur Ave Maw )
R (dle Sessions Show  Color  Metric Cur..  Av..  Ma.
@R ot Sessions @ Tronsactions Rolled Back Per Second
B Active Sessions B Transactions Committed Per Second
Server Rows In/Out Server Block I/O
Show  Color  Metric Cur.  Av. Ma
W Rows Returned Per Second
@B Rows Fetched Per Second
@ Rows Updated Per Second
W Rows Inserted Per Second Show  Color  Metric Cure.  Av  Ma
WS Rows Deleted Per Second
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PERFORMANCE VIEWS

A set of performance views is available in view subfolders, showing the performance of
discovered PostgreSQL servers and databases. The following performance views are available in
the Tegwave PostgreSQL MP:

DATABASE PERFORMANCE VIEWS

o DB Activity

Shows the following database metrics:
Rows Deleted Per second
Rows Returned Per second
Rows Updated Per second
Rows Fetched Per second
Rows Inserted Per second

O O O O

e DB Connections

Shows the following database metrics:
Oldest Running SQL (s)
Oldest Transaction (s)
Oldest Idle-In-Transaction (s)
Number of Lock Waits
Oldest Lock Wait (s)
User Lock Wait Count
Superuser Lock Wait Count
Oldest User Transaction (s)
Oldest Superuser Transaction (s)
Oldest Running User SQL (s)
Oldest Running Superuser SQL (s)
Oldest User Lock Wait (s)
Oldest Superuser Lock Wait (s)

0O 0O O 0O 0 0O o O o0 O O O

e DB Disk IO
Shows the following database metrics:
o Disk Blocks Read Per Second
Buffer Hits Per Second
Buffer Cache Hit Ratio (%)
Time Spent Reading Data (ms)
Time Spent Writing Data (ms)

o O O O

o DB General

Shows the following database metrics:
DB Disk Usage (in MB)
Total Number of Conflicts
Total Number of Deadlocks
Active Locks

O

O

O
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e DB Maintenance
Shows the following database metrics:

O O O O O O O

Vacuums Active

Autovacuums Active

Analyzes Active

Autoanalyzes Active

Copies Active

Reindexes Active

Clusterings Active

Materialized View Refreshes Active

o DB Sessions
Shows the following database metrics:

@)

o O O O O O

Total Sessions

Active Sessions

Idle Sessions

Idle Sessions in Transaction

Idle Sessions in Transaction (Aborted)
Sessions with Unknown State

Sessions Used (%)

e DB Temp Files
Shows the following database metrics:

o

@)

Temp Files Created
Temp Files Written (in KB)

e DB Transactions
Shows the following database metrics:

@)

@)

Transactions Committed Per Second
Transactions Rolled Back Per Second



Example screenshot below shows the Database Activity Performance view.

DB Activity
30—
250—|
200—]
150—| I
100—|
7 \ A Ao I LA LA \ /
MallA A st Ao AN Wi AN AAAM A AR AAN Ao L \ AAMMNA 2o AMAAA AR AAA NaAAR AN Anp= A AN AR A\ A
/ ,\J\ AVUTAN Y, /,\/,‘ Wi // \ ANAALN A2\ Np JIWeao A\ A /NI pf ) AR / WAAANA SN2 o A AN AN pd
,/‘,// //\ VW r‘y»/ \/‘f/fh/, ,1/ .»1/\, AW /" \j//l\//‘// (WY \1/ VNN /\/////
! i VvV { | Ay Sl l {
1112612017 12:00 AM 1172672017 400 AM 1172672017 00 AM 1172612017 12:00 PM 1172612017 400 PM 1172672017 800 PM
Legend
O Lookfor: Items by textsearch  ~ bench X
Show Color Path Target Rule Object Counter Instance 4 Scale Baseline
’Z ubuntu2;ubuntu2.dev.lab:127.0.0.1:5432 bench Number of Rows Fetched in DB Per Second PostgreSQL Dat... Rows Fetched P... ubuntu2.dev.la.. 1x No
[ — ubuntu2;ubuntu2.dev.lab:127.0.0.1:5432 bench Number of Rows Inserted in DB Per Second PostgreSQL Dat... Rows Inserted P... ubuntu2.devla.. Tx No
(] == ubuntu2;ubuntu2.dev.lab:127.0.0.1:5432 bench Number of Rows Updated in DB Per Second PostgreSQL Dat... Rows Updated ... ubuntu2.devla.. 1x No
O = ubuntu2;ubuntu2.dev.lab:127.0.0.1:5432 bench Number of Rows Deleted in DB Per Second PostgreSQL Dat... Rows Deleted P... ubuntu2.devla.. 1x No

PostgreSQL Dat...

[ —— ubuntu2;ubuntu2.dev.lab:127.0.0.1:5432 Number of Rows Returned in DB Per Second Rows Returned ... ubuntu2.dev.la.. 1x No

bench

SERVER PERFORMANCE VIEWS

o Server Activity

Shows the following server metrics:
Rows Deleted Per Second
Rows Returned Per Second
Rows Updated Per Second
Rows Fetched Per Second
Rows Inserted Per Second

O O O O

e Server Buffers
Shows the following server metrics:
Buffers Allocated
Buffers Written Directly By Backend
Backend Fsync Calls
Buffers Written By Background Writer
Background Writer Stops
Buffers Written During Checkpoints

o O O O O

e Server Checkpoints
Shows the following server metrics:

o Scheduled Checkpoints
Requested Checkpoints

o
o Checkpoint Write Time (ms)
o Checkpoint Sync Time (ms)

48



e Server Connections
Shows the following server metrics:

o O 0O 0O 0O O o 0o o0 O o o

Oldest Running SQL (s)

Oldest Transaction (s)

Oldest Idle-In-Transaction (s)
Number of Lock Waits

Oldest Lock Wait (s)

User Lock Wait Count
Superuser Lock Wait Count
Oldest User Transaction (s)
Oldest Superuser Transaction (s)
Oldest Running User SQL (s)
Oldest Running Superuser SQL (s)
Oldest User Lock Wait (s)

Oldest Superuser Lock Wait (s)

e Server Disk 10
Shows the following server metrics:

o

o O O O

Blocks Read Per Second
Buffer Hits Per Second

Buffer Cache Hit Ratio (%)
Time Spent Reading Data (ms)
Time Spent Writing Data (ms)

o Server General
Shows the following server metrics:

o

o

Instance Disk Usage (in MB)
Total Deadlocks

e Server Maintenance
Shows the following server metrics:

o O O 0O O O O

Vacuums Active

Autovacuums Active

Analyzes Active

Autoanalyzes Active

Copies Active

Reindexes Active

Clusterings Active

Materialized View Refreshes Active

e Server Replication
Shows the following server metrics:

o

49
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e Server Sessions

Shows the following server metrics:

o Total Sessions

Active Sessions
Idle Sessions
Idle Sessions in Transaction
Idle Sessions in Transaction (Aborted)
Sessions with Unknown State
Used Sessions (%)

e Server Transactions
Shows the following server metrics:
o Transactions Committed Per Second
o Transactions Rolled Back Per Second

STATE VIEWS

A set of state views is available in view subfolders, showing the state and properties of
discovered PostgreSQL components.

¢ The database state view shows the overview of all discovered PostgreSQL databases.

Moenitoring < Databases (11)
4 \[g Teqwave PostgreSQL ~| & Lookfor: ‘ Find Now Clear
@] Alerts State () Database Name  Instance ID Owner Encodin Collation
g
Server Diagram (@) Healthy postgres slesT:/tmp:5432:postgres postgres UTFg en_US.UTF-8
S“mm” A\ Waming bench ubuntu2.dev.lab:127.0.0.1:5432:bench postgres UTF8 en_US.UTF-2
o Datab
« g Databases @ Healthy results ubuntuZ.dev.lab:127.0.0.1:543 2:results postgres UTF8 en_US.UTF-2
E Database Overview
@ Healthy TestDb ubuntu?. dev.lab:127.0.0.1:5432:TestDb postgres UTF8 en_US.UTF-8
EI Database Performance
5] Database Summary /A Warning bench rhell.dev.lab:127.0.0.1:5432:bench postgres UTF8 en_US.UTF-8
2| Databases @ Healthy pgbench ubuntu?.dev.lab:127.0.0.1:5432:pgbench postgres UTF8 en_US.UTF-8
4 (3 Performance Data @ Healthy postgres rhell.dev.lab:127.0.0.1:5432: postgres postgres UTF8 en_US.UTF-8
B4l DB Activity @ Healthy postgres ubuntu2.dev.lab:127.0.0.1:3432: postgres postgres UTF8 en_US.UTF-2
#2 DB Connections Health ostgres centos1.dev.lab:/tmp:3432:postgres ostgres UTF2 en_US.UTF-8
y postg P postg postg
i DB Disk 10 @ Healthy storeapp ubuntuZ.dev.lab:127.0.0.1:5432:storeapp user] UTF8 en_US.UTF-2
b<f DB General (@ Healthy rcfg ubuntu2.dev.lab:127.0.0.1:5432:rcfg postgres UTF8 en_US.UTF-8

fe DB Maintenance
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o The server state view shows the status of all discovered PostgreSQL server instances.

Menitaring < Servers (4)

4 (3 Tequave PostgreSOL ~ Teqwave Teqwave
AI - ) _ PostgreSQL PostgreSQL.

=l State - @ Instance ID Data Directory Version Port Is Master /4 Instance Instance
Server Diagram Databases Tablespaces

Ermen (Unix) (Unix)

b 3 Databases & Warning centosT.dev.lab/tmp: 3432 fvar/lib/pgsql/9.2/data 9.2.20 3432 False @ Healthy @ Healthy

+ A MP Administratian A\ Waming thell.dev.lab:127.0.0.1:5432 var/lib/ pgsql/10/date 100 5432 False A Waming (@) Healthy

4 (3 Sernvers /i, Wamning slest:/tmp:5432 var/lib/pgsql/data 9.63 5432 False (@) Healthy  (J) Healthy

Server Qverview /i Warning ubuntu?.dev.lab:127.0.0.1:5432 9.6.2 5432 True A\ Waming () Healthy

Server Performance
Server Summary
Servers

3 :g Performance Data

MONITORS

Tegwave PostgreSQL MP includes a set of availability and performance monitors to diagnose
the state of PostgreSQL infrastructure components.

MONITORING SCENARIOS

Monitoring Description Associated rules and monitors
scenario
Connection Availability Status True
This scenario checks if PostgreSQL
instance is ready to accept connectionsTotal Number of Sessions False
In addition, it monitors the number of ] )
server connections and connection Number of Active Sessions False
; tatus.
Connection  USAgE sTATUs Number of Idle Sessions False

availability and

. Warning and error alerts will be raised if:
sessions used

Number of Idle Sessions in Transaction  |False

e connection usage is close to the
maximum number of
connections

Number of Sessions with Unknown State [False

Total Connections Used (in %) True
e connectivity is not possible.
Check Configuration True
Database Disk Usage (in GB) True
This scenario monitors the amount of Tablespace Disk Usage (in GB) True
Disk space used disk space by PostgreSQL ' '
Usage databases, tablespaces and server DB Disk Usage (in MB) False
instances. A warning alert will be raised if ) .
the used space is higher than normal.  [nstance Disk Usage (in MB) False
Tablespace Disk Usage (in MB) False
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Number of Temporary Files True
Check Amount of Data Written to True
Temporary Files (in KB
This scenario monitors the number of P Y ( )
temporary files created and the amount Number of Temp Files Created False
Temporary Files [of dafa written to femporary files.
Created An alert will be raised if a number of Temp Files Written (in KB) False
created temp files or amount of data
written to the temp files is higher than Number of Temp Files Created on Server|False
normal. Instance
Temp Files Written (in KB) on Server False
Instance
Check if Bloated Tables Exist True
lTodee glnd ; This scenario checks if there are bloated
ndex bloa ; :
fables orindexes in the database. Check if Bloated Indexes Exist True
. . . Buffer Cache Hit Ratio (in % True
Buffer Cache [This scenario checks if the PostgreSQL (in %)
Hit Ratio database buffer cache hit ratio is lower Buffer Cache Hit Ratio (%) on Server False
than threshold.
Instance
Autovacuum Enabled True
This scenario checks if specific
PostgreSQL server settings are enabled Logging Collector Enabled True
Server setfings or properly configured. .
Write Ahead Log Level True
Management Png also friggers an alert Settings on PostgreSQL Server Instance  [True
when server settings are changed. Changed
This scenario checks how many times
Background . :
'T background writer stopped a cleaning Background Writer Stops True
Writer scan because it had written too many
buffers in the last monitoring interval.
o Replication Status True
Replication This scenario checks if replication from
Health & master server to standby is working and Replication Lag (in Bytes) True
Performance |now far behind (measured in lag in
Bytes) the replication server is.
This scenario detects SQL queries with
long execution times.
Query Query Execution Time False

Execution Time

* see Appendix B ( How to enable SQL
query statistics on PostgreSQL instance)
to enable this feature
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USING CUSTOM SQL QUERIES

Tegwave PostgreSQL MP enables you to configure monitors and rules with custom SQL queries.
This feature is very helpful in case you want to collect additional performance metrics that are
not included in the MP, or if you want to be notified if any of these metrics exceed a predefined
threshold.

CREATING A RULE WITH CUSTOM SQL QUERY - EXAMPLE

This example shows how to create a rule that will use the below query and collect the total size
of the pgbench_account table as an additional performance metric.

To create a rule with custom SQL query, follow these steps

1. In SCOM Console navigate to Authoring | Management Pack Templates | Teqwave
PostgreSQL Custom Query Rule, right-click it and select Add Monitoring Wizard...:

Authoring ¢  Tegwave PostgreSQL Custom Query Rule

4 | Authoring ~+, Look for

4 A~ Management Pack Templates MName
r_-n_‘l MET Application Performance Monitaring

@ Cloudera Cluster Monitoring

3 OLE DB Data Source

_.-3 Process Monitoring

Ce) TCP Port

1"‘.’ Teqwave PostgreSQL Custom Query Monitar

1'? Tegwave PostgreSQL Custom Query Rule

— :
@ Add Monitoring Wizard...
(@ Refresh F5

‘E-"_‘ Teqwave Windows PostgreSQL Maonitaring

_.-3 UMI¥/Linux Log File Manitaring
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2. On the Monitoring Type page select Teqwave PostgreSQL Custom Query Rule and click
Next:

m Add Menitoring Wizard

E Select Monitoring Type

Menitoring Type

General Propertiez

Select the monitoring type
Custom Guery Sql
Target NET Application Performance Manitoring
Performance Rule @ Cloudera Cluster Monitoring
OLE DB Data Source
Summary Process Manitoring
TCP Port

Teqwave Postgre SGL Custom Guery Monitor
Teqwave Postg Custom Query Rule
Teqwave Windows PostgreSQL Monitoring
UND/Linw: Log File Monitaring

UNDE/Linux Process Monitoring

Web Application Availability Monitoring

Web Application Transaction Monitoring

f#+ Windows Service

3. On the General Properties page provide Name and Description for your configuration
template and select target Management Pack to store configuration to:

a Add Menitering Wizard

H General Properties

Menitering Type

General Properties
Enter a friendly name and description
Custom Query Sql

Target Name:
testRule

Performance Rule

Summary Description:

Management pack

Select destination management pack:
postgres_overides

For more information about target Management Pack, please see Best Practice: Create
a Management Pack for Customizations section. You can create a new management
pack right from this wizard by clicking the New button, located next to Management
Packs drop-down list.
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4. On the Custom Query SQL page enter your query in the Query text box, Return Column
Name and the Rule frequency interval for the data collection. Please make sure that the
specified query is valid by pressing the Test button.

General Properties Postgre SQL Custom Query
Custom Query Sql Query:

Target SELECT relname AS relation, reltype AS type, pa_total_relation_size
(C.oid) AS total_size FROM pg_class C where relname =

Performance Rule ‘pabench_accourts’

Summary

Return Column Name:
|lotal_size| |

Test Custom Query Ouput
SOL Test Status:  Unchecked Test

Query Interval

Frequency (seconds):
300+

A new window will open where Target, Platform, and Instance have to be selected. The
SQL test query will be executed using these paremeters. Press Test to see the results.

Test Custom Sql *
Select Target
PostareSQL Server ~

Select Platform

O Windows
® Unix

Select Instance

ubuntu2.dev lab:127.0.0.1:5432 ~

Sal

SELECT relname AS relation, reltype AS type. pa_total_relation_size(C oid) AS total_size FROM pg_class C
where relname = ‘pgbench_accounts”

Close Test

Sl Test Status: Unchecked




In case the test is successful, you will receive a Succeeded status. Please close the SQL
test windows and continue with the next steps.

Test Custom Sgl x

Select Target
| Postgre SQL Server ~
Select Platform
O Windows | Custom Query Test Result *
® Unix
Status: |Succeeded |
InstancelD: |uburtu2 dev Jab:127.0.0.1:5432 |
Select Instang
Value: (196272128 |
ubuntu2 dev Iab g
Error Message:
Sal |
SELECT relnam
where relname
Close
Close | I Test

Sql Test Status: Succeeded

5. Inthe Target window, you have to select if you are querying server or database and
select the Plafform on which the PostgreSQL is running. Please select according to the
test query in the previous step.

a Add Menitering Wizard

Monitoring Type

General Propertiez

Custom Query Sql Target
—— >

Performance Rule
Platform

Summary Owi
indows

(® Unix
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6. In Performance Rule window enter the Counter Name, Rule Name, and specify if you
want to enable the rule for all instances.

m Add Monitoring Wizard

Performance Rule

Manitaring Type

General Properties

Perform Rule Settings
Custom Query Sql St S P

Target [ Rule is Enabled by default

Performance Rule

Counter Name:

Summary pabenchTableSize

Rule Name:
Rule Description:

7. Check the configuration in the Summary window and press the Create button to create
a new Rule.

m Add Menitoring Wizard

Menitoring Type

General Properties

Custom Query Sql Lﬂ
Target Property Valug
Performance Rule Name testRule
e
s — Sal SELECT relname AS relation, reltype AS type, pa_total_relation_size(C.cid) AS total_size FROM pg_class C where
Retum Column Name  total_size
Interval 300

Platform Unice
Target Databass




CREATING A MONITOR WITH CUSTOM SQL QUERY - EXAMPLE

This example shows how to create a monitor that will use the below query and send an Alert
when the total size of the pgbench_account table exceeds the threshold.

To create the monitor with custom SQL query, follow these steps:

1. In SCOM Console navigate to Authoring | Management Pack Templates | Teqwave
PostgreSQL Custom Query Monitor, right-click it and select Add Monitoring Wizard...:

Authoring < Teqwave PostgreSQL Custom Query Monitor

4 | Authoring -, Lock for: |
4 (7= Management Pack Templates

Mame
=) NET Application Performance Manitaring

@ Cloudera Cluster Monitoring
[CJ OLE DB Data Source

ifa Process Monitoring

g TCP Port
%qu\fmzos:gngim:omgmrc:m "3 Add Monitoring Wizard..

- Teqwave o.s gre ustom uer}. uu.': (3 Refresh F5
’fr Tegwave Windows PostgreS0L Monitoring

2. On the Monitoring Type page select Teqwave PostgreSQL Custom Query Monitor and
click Next:

Ca Add Monitering Wizard x

' Select Monitoring Type

Meonitoring Type

General Properties
Select the monitoring type
Custom Query Sql

Target £ .NET Application Performance Monitoring

Monitor @ Cloudera Cluster Monitoring

_a OLE DB Data Source

—O Process Monitoring

Cg TCP Port

w
W Tegwave Postgre SGL Custom Query Rule
"r Teqwave Windows PostgreSGL Monitaring
—O UMI¥/Linwx Log File Monitaring

7‘) UNE/Linux Process Monitoring

_5 Web Application Availability Monitaring

_[) Web Application Transaction Monitaring
d‘f_a Windows Service

Summary
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3. On the General Properties page provide Name and Description for your configuration

template and select target Management Pack to store configuration to:

Q Add Monitoring Wizard

E General Properties

Meonitoring Type

General Properties _ o
Enter a friendly name and description

Custom Query Sql

Target Name:
Meonitor testMonitor
Summary Description:

Management pack

Select destination management pack:
postgres_overides

For more information about target Management Pack, please see Best Practice: Create
a Management Pack for Customizations section. You can create a new management
pack right from this wizard by clicking the New button, located next to Management
Packs drop-down list.




4. On the Custom Query SQL page enter your query in the Query text box, Return Column
Name and the Monitor frequency interval. Please make sure that the specified query is
valid by pressing the Test button.

Maonitoring Type

Generz| Properties PostgreSAL Custom Query

Custom Query Sal Query:

Targst SELECT relname AS relation, reltype AS type, pa_total_relation_size
(C oid) AS total_size FROM pg_class C where relname =

Monitor ‘pgbench_accounts’

Summary

Return Column Name:

|tota|_size| |

Test Custom Query Ouput
SQL Test Status:  Unchecked Test

Query Interval

Freguency (seconds):
3005

A new window will open where Target, Platform, and Instance have to be selected. The
SQL test query will be executed using these paremeters. Press Test to see the results.

Test Custom Sql *
Select Tarnget
PostgreSQL Server i
Select Platform

O Windows
(®) Unix

Select Instance

ubuntu2.dev lab:127.0.0.1:5432 ~

Sal

SELECT relname AS relation, reltype AS type, pg_total_relation_size(C.oid) AS total_size FROM pg_class C
where relname = ‘pgbench_accounts”

Close Test

Sl Test Status: Unchecked
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5.

In case the test is successful, you will receive a Succeeded status. Please close the SQL
test windows and continue with the next steps.

Test Custom Sql X

Select Target
| Postgre SQL Server ~
Select Platform
O Windows | Custom Query Test Result *
® Unix
Status: |Succeeded |
InstancelD: |uburtu2 dev Jab:127.0.0.1:5432 |
Select Instang
Value: (196272128 |
ubuntu2 dev Iab g
Error Message:
Sal |
SELECT relnam
where relname
Close
Close | I Test

Sql Test Status: Succeeded

In the Target window, you have to select if you are querying server or database and
select the Platform on which the PostgreSQL is running. Please select according to the
test query in the previous step.

a Add Monitoring Wizard

Maonitoring Type

General Properties

Custom Query Sql Target
[PosigreSaL Server .
Maonitor o
orm
Summary O
indows

(®) Unix




6. In the Monitor window specify if you want to enable the rule for all instances, select
relational operator and enter Warning Threshold, Error Threshold, Alert Name, and Alert
Description.

m Add Monitoring Wizard

Monitoring Type
(General Properties
Monitor Settings
Custom Query Sql
Target [ Is Monitor Enabled by default
\when the value is
Summary | GreaterThan ~ |
‘wiarning Treshold: Error Treshold:
[ 100000000 | 200000000
Alert Settings
Alert Name: AlertPriority:
pobench_accourts table size is high!| | | MNomal w |
Alert Description: Alert Severity:
The total size of pgbench_accounts table is {1} and exceeded the Waming ~
threshold.

7. Check the configuration in the Summary window and press Create button to create a
new Monitor.

a Add Menitoring Wizard

Meonitoring Type

General Properties

Custom Query Sql Lﬂ

Target Property Value

Manitor Name testMonitor

e e s

Summary Sq SELECT relname AS relation, reltype AS type, pa_total_relation_size(C oid) AS total_size FROM pg_class C where
Retum Column Mame  total_size
Interval 300
Flatform Unibx

Target Database




REPORTS

Tegwave PostgreSQL MP includes a comprehensive set of reports with rich functionality. The
reports are available in the Reporting section of the Operations Manager.

Reporting
4 | Reporting
4 |é. Application Monitaring
a |é. Met Monitoring
4 ié. Application Advisor Reports
|é. Client Side Monitoring
i Problem Analysis Reports
i Resource Utilization Analysis
|'§.| Client Monitoring Views Library
|'§.| Microsoft Data Warehouse Repors
|'§.| Microsoft Generic Report Library
|'§.| Microsoft ODR Report Library
iu Microsoft Service Level Report Library
iu MNetwork Management Reports
ié. Red Hat Enterprise Linux Server 7 Operating System
ié. Report Project?
|é. SampleReportProjectWithiiizz
|é. SUSE Linux Enterprise Server 12 Operating System
E System Center Core Monitoring Reports

<

5 Teqwave Management Pack for PostgresOL onLinux (Reports)

jo Teqwave Management Pack for PostgreSQL onWindows (Reports)
{5 Universal Linux Monitaring
|'§.| ‘Web Application Availability Monitoring Solutions Library
|'§.| Windows Server 2012 Operating System (Monitoring)
|'§.| Windows Server 2012 R2 Operating System (Monitoring)
in Windows Server 2016and 1709+ Operating Systems (Monitoring)
iu Windows Server Operating System Reports

jo: Authored Reports

jo Favorite Reports

3% Scheduled Reporis

.. Meonitoring
ﬁ" Authoring
;':' Reporting
’ Administration

FE My Workspace

-

Reports

Mame

ln:n
=
1|:|
=
ln:n
=
ln:n
lcn
ln:n

lcn

PastgresQl Database Buffer Cache Hit Ratio
PostgresQl Database Conflicks/Deadlocks
Pastgres0l Database Forecast Repart
PostgreSQl Database Rows In/Cut
PastgresQl Database Size

PostgreSQl Server Buffers

PastgreSQl Server Checkpaint Activity
PostgreS QL Server Sessions

PastgreS0L Server Sessions Used (36)
PostgreSQl Server Size

Report Details:

DATABASE REPORTS
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¢ PostgreSQL Database Forecast Report

o Thereport displays several charts with the following performance items:
»= |nifially consumed file space (GB)
* Finally consumed file space (GB)
*» File space consumption forecast (GB)




The report displays a separate chart for every selected object or a group of
objects.

PostgreSQL Database Forecast Report

Summary

o Consumption
Instance consumed
(GB) forecast (GB)

Management Group: SCOMI801 Computer: CENTOS1
CENTOS1. DEV.LAB: [TMP:5432 | o.me| u.me| 0.006
Management Group: SCOM1801 Computer: LBUNTUZ

UBUNTUZ. DEV.LAB!127.0.0.1:5432 [ o2ss|  o2s 0.259)
Management Group: SCOM1801 Computer: UBUNTU3

UBUNTU3. DEV.LABI127.0.0.1:5431 | 0.007] a.007] 0.007]
UBUNTUS. DEV.LAB!127.0.0.1:5432 | 0.256 0.256| 0.256)

Management Group: SCOM1801 Computer: CENTOS1 Instance: CENTOS1.DEV.LAB/TMP:5432

0.008-

0.006

0.004.

0.002

10142018 10282018 11112018 11262018 1282018 1212372018 162019 1202019 232019 2172019

N Consumed

5 Largest space consumers 5 Most growing space consumers
04
postgres.
- test) 0.2
. test?

-tests
- testd

postgres  test!  test?  testd testd

W Growth (GB) Size (GB)
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PostgreSQL Database Size

o

Displays the top 10 PostgreSQL databases by size.

Operations Manager

Performance Top Objects Report
Click on plus sign to se=  fll description for this report

System Center 2016

Report Time 1 12/4/2017 6:23PM
Report Duration : From 11/27/2017 to 12/4/2017
Management Group : LABMGMT
Algorithm : Top 10
Rule : DB Disk Usage (in MB)
Actions
10000
8000
6000

Tequave PostgreSQL Database (Unix): bench

LABMGMT | thel rhel 1. dev lab:127.0.0. 1:5432 e oLs oS ous 0.01318
L fiverin Attt RS Ll B L T
Y et sy e 7 432 il D i s o
O e oo B 00 15472 w2 | =2 | 22 | 202 | eSEQ
W T e b e & 7.8 i o
Y s s e 50 a2 2 | 70 T R R
7| B e, Db sy o | w | aw |
: 8 IiﬁﬁEX«?"."SQ'ﬁSiEﬂ?ETSﬁTQ’Q’ :lrggo.u 115432 1322 708 7.08 7.08 5.436E-08
] . Teqwave PostgreSQL Database (Unix): storeapp 118 7.02 7.02 7.02 0

LABMGMT | ubuntu2;ubuntu2.dev.lab: 127.0.0,1:5432

PostgreSQL Database Buffer Cache Hit Ratio
Displays bottom 10 PostgreSQL databases by cache hit ratio.

o




e PostgreSQL Database Rows In/Out

o Displays the following PostgreSQL database activity metrics:
* Rows Deleted in DB Per Second
* Rows Returned in DB Per Second
» Rows Updated in DB Per Second
* Rows Fetched in DB Per Second
* Rows Inserted in DB Per Second

Operations Manager System Center 2016

Performance Detail Report
Click on pius sign to see a full description for this report

Report Time 1 12(4/2017 6: 18 PM

Data Aggregation + Hourly

Report Duration : From 11/27/2017 6:14PM to 12/4/2017 6:14PM
Histogram : Monthly by days

Rule : Number of Rows Returned in DB Per Second

Instance : ubuntu2.dev.lab:127.0.0.1:5432:bench

Object : Tegwave PostgreSQL Database (Unix): bench
LABMGMT | ubuntu2;ubuntu2.dev.lab:127.0.0.1:5432

Actions

Min /Max Standard Deviation —— Average Value Sample Count
3500
3000
2500
2000

Sample Count : 1493 Min Value : 0 Average Value : 198.7
Detail Table Max Value : 3214 Standard Deviation : 132.3

o PostgreSQL Database Conflicts/Deadlocks

o Displays PostgreSQL database conflicts and deadlocks changing over the
selected time period.

SERVER REPORTS

o PostgreSQL Server Sessions
o Displays the following PostgreSQL Server metrics:
= Total Sessions
» Active Sessions
» |dle Sessions
»= |dle Sessions in Transaction
»= |dle Sessions in Transaction (Aborted)
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= Sessions with Unknown State

PostgreSQL Server Sessions Used (%)
o Displays the percentage of used sessions over the selected time period.

PostgreSQL Server Checkpoint Activity
o Displays the number of scheduled and requested checkpoints in the selected
time interval.

PostgreSQL Server Size
o Displays the top 10 PostgreSQL server instances by size.

PostgreSQL Server Buffers
o Displays a chart with the following PostgreSQL Server metrics:

= Number of Buffers Allocated
=  Number of Buffers Written Directly by Backend
=  Number of Backend Fsync Calls
= Number of Buffers Written by Background Writer
=  Number of Background Writer Stops
=  Number of Buffers Written During Checkpoints

Operations Manager System Center 2016

Performance Report
Click on plus sign to see a full description for this report

Report Time : 12/4]2017 6:16 PM
Data Aggregation + Hourly
Report Duration : From 11/27/2017 6:14PM to 12/4/2017 6:14PM
Histogram : Monthly by days
350
300
250
200
150
100
50
0
1 2 3 4 27 2 2 30
Rule, Instance, Object Scale  Sample Count Min Vaiue MaxValue  AverageValue  Standard Devistion
B Humber of Rows Deleted in DB Per
Secon 1 1483 0 0 0 0
Instances (1)
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APPENDIX A

RECOMMENDED SETTINGS FOR MONITORING USER

In order to take advantage of all functionality available the easiest way would be to use a
superuser.

However, we know that you probably don't want to do that, so we prepared guidelines on how
to setup a read only monitoring user for PostgreSQL 9.x or PostgreSQL 10.

In order for the index and table bloat monitoring functionality to work correctly, you will also
need to configure additional privileges on each of the databases once the user is created. See
Addifional Privileges Required for Index and Table Bloat Monitoring.

L%’ Note: Note that the SQL statements must be run as a superuser (to create the SECURITY DEFINER
function).

POSTGRESQL 9.X
Sample SQL to Create a Monitoring User - PostgreSQL 9.3 and up

CREATE SCHEMA IF NOT EXISTS teqwave;

CREATE OR REPLACE FUNCTION teqwave.get_stat_activity() RETURNS SETOF pg_stat_activity AS
$$

SELECT * FROM pg_catalog.pg_stat_activity;

$$ LANGUAGE sql VOLATILE SECURITY DEFINER;

CREATE OR REPLACE FUNCTION teqwave.get_settings() RETURNS SETOF pg_settings AS
$$
SELECT * FROM pg_catalog.pg_settings;

$$ LANGUAGE sql VOLATILE SECURITY DEFINER;

CREATE OR REPLACE FUNCTION teqwave.get stats() RETURNS SETOF pg stats AS

$$

SELECT schemaname, tablename, attname, inherited, null_frac, avg width, n_distinct, NULL::anyarray, most
_common_freqs, NULL::anyarray, correlation, NULL::anyarray, most_common_elem_freqs, elem_count_histogram

FROM pg catalog.pg_stats;

$$ LANGUAGE sql VOLATILE SECURITY DEFINER;

CREATE OR REPLACE FUNCTION teqwave.get tablespace_size(name text) RETURNS SETOF bigint AS

$$
SELECT * FROM pg_catalog.pg_tablespace_size(name);
$$ LANGUAGE sql VOLATILE SECURITY DEFINER;
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CREATE OR REPLACE FUNCTION tegwave.get replication() RETURNS TABLE (client_addr inet, client_hostname te
xt, state text, sent_location pg_lsn, replay_location pg lsn, sync_state text) AS

$$

SELECT client_addr, client_hostname, state, sent_location, replay_location, sync_state FROM pg_stat_repl
ication WHERE state != 'backup';

$$ LANGUAGE sql VOLATILE SECURITY DEFINER;

CREATE USER monitoring_user WITH NOSUPERUSER NOINHERIT NOCREATEROLE NOCREATEDB LOGIN NOREPLICATION CONNE
CTION LIMIT 5 PASSWORD 'mypassword’;

ALTER USER monitoring_user SET default_transaction_read_only TO ‘true’;
ALTER USER monitoring_user SET statement_timeout TO '2000';
ALTER USER monitoring_user SET lock_timeout TO *500°;

ALTER USER monitoring_user SET temp_file_limit TO '@';

REVOKE ALL ON SCHEMA public FROM monitoring_user;

GRANT USAGE ON SCHEMA teqwave TO monitoring_user;

Sample SQL to Create a Monitoring User - PostgreSQL 9.2

CREATE SCHEMA teqwave;

CREATE OR REPLACE FUNCTION teqwave.get_stat_activity() RETURNS SETOF pg_stat_activity AS
$$

SELECT * FROM pg_catalog.pg_stat_activity;

$$ LANGUAGE sql VOLATILE SECURITY DEFINER;

CREATE OR REPLACE FUNCTION teqwave.get_settings() RETURNS SETOF pg_settings AS
$%
SELECT * FROM pg_catalog.pg_settings;

$$ LANGUAGE sql VOLATILE SECURITY DEFINER;

CREATE OR REPLACE FUNCTION teqwave.get stats() RETURNS SETOF pg stats AS

$$

SELECT schemaname, tablename, attname, inherited, null_frac, avg width, n_distinct, NULL::anyarray, most
_common_freqs, NULL::anyarray, correlation, NULL::anyarray, most_common_elem_freqs, elem_count_histogram

FROM pg catalog.pg_stats;

$$ LANGUAGE sql VOLATILE SECURITY DEFINER;

CREATE OR REPLACE FUNCTION teqwave.get_tablespace_size(name text) RETURNS SETOF bigint AS
$$
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SELECT * FROM pg_catalog.pg_tablespace_size(name);
$$ LANGUAGE sql VOLATILE SECURITY DEFINER;

CREATE OR REPLACE FUNCTION teqwave.get_replication() RETURNS TABLE (client_addr inet, client_hostname te
xt, state text, sent_location pg lsn, replay_location pg lsn, sync_state text) AS

$$

SELECT client_addr, client_hostname, state, sent_location, replay_location, sync_state FROM pg_stat_repl
ication WHERE state != 'backup';

$$ LANGUAGE sql VOLATILE SECURITY DEFINER;

CREATE USER monitoring_user WITH NOSUPERUSER NOINHERIT NOCREATEROLE NOCREATEDB LOGIN NOREPLICATION CONNE
CTION LIMIT 5 PASSWORD 'mypassword’;

ALTER USER monitoring_user SET default_transaction_read_only TO 'true’;
ALTER USER monitoring_user SET statement_timeout TO '2000°';

ALTER USER monitoring_user SET temp_file_limit TO '@';

REVOKE ALL ON SCHEMA public FROM monitoring_user;

GRANT USAGE ON SCHEMA teqwave TO monitoring_user;

POSTGRESQL 10 OR LATER

Version 10 infroduced a new monitoring role ‘pg_monitor’ which can be used to create a new
restricted user that will be used for monitoring.

SQL to Create User - PostgreSQL 10 or newer

CREATE USER monitoring_user WITH PASSWORD 'mypassword' CONNECTION LIMIT 5;

GRANT pg_monitor TO monitoring_user;

ADDITIONAL PRIVILEGES REQUIRED FOR INDEX AND TABLE BLOAT MONITORING

After creating the user we need to set additional privileges on all databases in order for the
index and table bloat monitoring to work correctly.

Sample SQL to Set Privileges on each Database for Index and Table Bloat

REVOKE ALL ON SCHEMA public FROM monitoring_user;

GRANT USAGE ON SCHEMA public TO monitoring_user;

GRANT SELECT ON ALL TABLES IN SCHEMA public TO monitoring_user;
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ALTER DEFAULT PRIVILEGES IN SCHEMA public GRANT SELECT ON TABLES TO monitoring_user;
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APPENDIX B

CONFIGURING SUDO ELEVATION FOR POSTGRESQL OMI PROVIDER

In case you are using sudo-enabled accounts for Operations Manager monitoring (for more
details see https://social.technet.microsoft.com/wiki/contents/articles/7375.scom-1807-1801-
2016-and-2012-configuring-sudo-elevation-for-unix-and-linux-monitoring.aspx), the sudoers
(/etc/sudoers) file must be updated on each PostgreSQL computer where the PostgreSQL OMI
Provider will be installed.

The sample configuration below provides “scomadm” user with the minimum necessary
authorization to perform install/upgrade/remove activities.

##Install/upgrade Teqwave PostgreSQL Provider

scomadm ALL=(root) NOPASSWD: /bin/sh -c sh /tmp/scx-scomadm/tegwave-
postgresmp.x64.sh —--install; EC=$?; cd /tmp; rm -rf /tmp/scx-scomadm; exit
SEC

scomadm ALL=(root) NOPASSWD: /bin/sh -c sh /tmp/scx-scomadm/teqwave-
postgresmp.x64.sh —--upgrade; EC=$?; cd /tmp; rm -rf /tmp/scx-scomadm; exit
SEC

##Uninstall Teqwave PostgreSQL Provider

scomadm ALL=(root) NOPASSWD: /bin/sh -c sh /tmp/scx-scomadm/tegwave-
postgresmp.x64.sh --purge; EC=$?; cd /tmp; rm -rf /tmp/scx-scomadm; exit S$EC

HOW TO ENABLE SQL QUERY STATISTICS ON POSTGRESQL INSTANCE

To monitor SQL query execution times with the MP, the following has to be enabled on the
PostgreSQL instance:

#add to the postgresqgl.conf file:

dynamic library path = '<root path of your postgresql instance>/1lib;$libdir'’

#Windows example for root_path_of_your_postgresgl_instance: C:/Program Files/PostgreSQL/14

#Linux example for root_path_of_your_postgresql_instance: /usr/lib/postgresql/14

shared preload libraries = 'pg stat statements'
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pg_stat statements.max = 10000

pg_stat statements.track = all

#run the following sql:

CREATE EXTENSION pg stat statements;

#restart
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TROUBLESHOOTING

INSTALLATION OF POSTGRESQL MP PROVIDER ON LINUX FAILS (LIBPQ LIBRARY NOT
FOUND)

Installation of PostgreSQL MP provider on Linux will fail if postgres client library (libpq) is not found.

4, Task Status - PostgreSQL Install Provider = o X
& Help
The task completed successfully.
Tack Status Task Target

(DPostoresQL Instal Provider Success ]

Task Output | 42 Copy Text 42 Copy HTML
@ PostgresQl Install Provider Task Description
Status: Success Instalis Teqwave PostgreSQL provider on the managed computer. This enables montoring of
Scheduled Time:  08/0672018 11:1%37 o, m. PostgreSCL sefver instances.
Start Time: 08/06/2018 11:19:37 a. m,
Submated By I
Run As

Run Location:

Target:

Torgethype: I
Category: Maintenance

Task Output:

< Dataitem type =* Microsoft. SSH.SSHCommandData * time = 2018-06-08711:19:47.0243021-05:00 " sourceHealthServiceld =* 1A4CBCCS-B42C-DOCS-CBCS-1C4F28E5378D * >
< S$SHCommandData »
< stdout > Installation did not find Postgres client ibrary on the system. Postgres client library (ibpq) is required to monitor Postgres server, </ stdout >
« stderr />
< returnCode > 1 </ returnCode >
</ $SHCommandData >
</ Dataltem >

You can close this dialog at any time. Doing so will not interrupt executing tasks. You can check the status of tasks in a task status view.

To check if all required libraries are available, run the following command:

/$1dd /opt/teqwave/PostgresMP/lib/libPostgresProvider.so

To find the libpq library on the system run:

find / -name libpqg.so*
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Create afile /etc/1d.so.conf.d/libpsql.conf and add path fo the libpg library (e.g.
/usr/local/pgsql/1lib/) to the created file and run ldconfig

TABLESPACE TO OS LOGICAL DISK RELATIONSHIP DISCOVERY FAILS IF SCOM GATEWAY
IS USED FOR MONITORING

If SCOM Gateway is used to monitor Linux PostgreSQL servers, then tablespace to OS disk
relationship discovery will fail (see screenshot below) because of the missing libraries on the
SCOM Gateway system.

Event 4508, HealthService 23 x

General | Details |

[ The description for Event ID 4508 from source HealthService cannot be found. Either the component that raises this event is not installed on your local orthe i ion is
the component on the local computer.

You can install or repair ~ |

If the event originated on another computer, the display information had to be saved with the event.

The following information was included with the event:

Teqwave.PostgreSQL.Unix. Tablespace2LogicalDiskDependency.Discovery
pg_default
{24603AAF-FD7C-C5AC-4EDB-7795FSAAEB35}
Microsoft.Mom.DatabaseQueryModules, Culture="", PublicKeyToken="31bf3856ad364e35", Version="7.0.5000.0"

i iseM, Mom.DatabaseQueryModules.GroupCalculati dul
'The module assembly "Microsoft.Mom.DatabaseQueryModules, Culture="", PublicKeyToken="31bf3856ad364e35", Version="7.0.5000.0"" could not be loaded. The exception was: \nCould not load file or assembly
'Microsoft.Mom.DatabaseQueryModules, Version=7.0.5000.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35' or one of its dependencies. The system cannot find the file specified..
Microsoft.EnterpriseManagement.HealthService HealthServiceException: The module assembly "Microsoft.Mom.DatabaseQueryModules, Culture="", PublicKeyToken="31bf3856ad364e35", Version="7.0.5000.0""
could not be loaded. The exception was: \nCould not load file or assembly ‘Microsoft.Mom.DatabaseQueryModules, Version=7.0.5000.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35" or one of its
dependencies. The system cannot find the file specified.. ---> System.|O.FileNotFoundException: Could not load file or assembly ‘Microsoft.Mom.DatabaseQueryModules, Version=7.0.5000.0, Culture=neutral,
PublicKeyToken=31bf3856ad364€35' o one of its dependencies. The system cannot find the file specified.

at System.Refl Runti ly._nLoad Iy N: fileName, String codeBase, Evidence blySecurity, Runti bly locationHint, StackCrawlMark& stackMark, IntPtr pPrivHostBinder, Boolean
throwOnFileNotFound, Boolean pection, Boolean supp! ityChecks)

at System.Refl ly.Internall ly ly blyRef Evidence urity, Runti bly reqg/ ly, StackCrawlMark& stackMark, IntPtr pPrivHostBinder,
Boolean throwOnFileNotFound, Boolean tion, Boolean supp urityChecks)

at System. i i ly.InternalLoad(Stri blyString, Evidence blySecurity, StackC IntPtr pPrivHostBinder, Boolean P

at Svstem.Reflection.Runtii InternalLoad(Stri ina. Evidence bk uritv. StackCrawlMark& stackMark. Boolean forintrospection) X

Log Name: Operations Manager

Source: HealthService Logged: 19-3-2019 15:20:45
Event ID: 4508 Task Category: Health Service

Level: Error Keywords: Classic

User: N/A Computer: _
OpCode:

More Inf i Event Log Online Help

Addifional discovery, which is disabled by default, has been added. This discovery has to be
used only when the Linux PostgreSQL server is monitored with SCOM Gateway. Procedure to
enable discovery:

e Disable the original discovery PostgreSQL Tablespace To Logical Disk
Relationship Discovery (Unix) for all PostgreSQL servers that are monitored using a
SCOM gateway
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4 Discovered Type: Teqwave PostgreSQL Tablespace (Unix) (3)

/:py PostgreSQL Tablespace To Logical Disk Relationship Discovery (Unix) * Teqwave PostgreSQL Tab... Teqwave Management Pack for Postg... Yes
/@ PostgreSQL Tablespace Discovery (Unix) Teqwave PostgreSQL Inst... Teqwave Management Pack for Postg... VYes
2 PostgreSQL Tablespace To Logical Disk Relationship Discovery - Optional (Unix) All Management Servers ... Teqwave Management Pack for Postg... No

e Enable the optional discovery PostgreSQL Tablespace To Logical Disk
Relationship Discovery - Optional (Unix) for all PostgreSQL servers that are

monitored using a SCOM gateway

“"PACKAGE ALREADY INSTALLED"” ERROR WHEN UPGRADING POSTGRESQL OMI
PROVIDER

If y

ou are upgrading PostgreSQL OMI provider, it might take up to 12 hours for the provider

installation package to be updated on the SCOM Management Servers. To speed this up, we
recommend restarting Microsoft Monitoring Agent service on all SCOM Management Servers
that are dedicated to monitoring PostgreSQL Linux servers.
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[, Task Status - PostgreSQL Upgrade Provider

The task completed successfully.

Task Status Task Target
(DPostgreSQL Upgrade Provider  Success ubuntuz2

Task Output

(@ Postgresal Upgrade Provider Task Description

Upagrades Teqwave PostgreSOL provider on the managed computer.

Status: Success
Scheduled Time:  4/19/2019 3:04:11 PM

Start Time: 4/19/2019 3:04:11 PM
Submitted By:

Run As:

Run Location:

Target:

Target Type: Linux Computer

Category: Maintenance

Task Output:

stdout: Package slready installed.

stderm:
returnCode:




To check if the latest OMI Provider installation package (tegwave-postgresmp.x64.sh) was
refreshed on the SCOM Management Servers, please check the file modification date in
C:\ProgramData\Teqwave\PostgreSQL MP folder.

77



	Contacting Teqwave
	Customer Support
	Online Support

	About This Document
	What’s New In This Release
	Welcome To Teqwave PostgreSQL MP
	Key Features
	Licensing
	System Requirements
	PostgreSQL Infrastructure
	Microsoft System Center Operations Manager


	Installing/Upgrading PostgreSQL MP
	Before You Begin
	Step 1 - Install PostgreSQL MP on a Management Server
	Step 2 - Import PostgreSQL Management Packs
	Step 3A - Deploy/Upgrade PostgreSQL OMI Provider (Linux platform only)
	Step 3B - Configure PostgreSQL OMI Provider (Linux platform only)
	Step 3C - Configure PostgreSQL (Windows platform only)
	Step 5 - License PostgreSQL MP Management Pack
	Obtain the license
	Subscription license
	Evaluation license

	Apply the license


	Monitoring With Teqwave PostgreSQL MP
	Topology Diagram View
	Alerts and Knowledge Base
	Dashboards
	Summary Dashboard
	Database Summary
	Database Overview
	Database Performance
	Server Summary
	Server Overview
	Server Performance

	Performance Views
	Database Performance Views
	Server Performance Views

	State Views
	Monitors
	Monitoring Scenarios

	Using Custom SQL Queries
	Creating a Rule with custom SQL Query - Example
	Creating a Monitor with custom SQL Query - Example

	Reports
	Database Reports
	Server Reports


	Appendix A
	Recommended settings for monitoring user
	PostgreSQL 9.x
	PostgreSQL 10 or later
	Additional Privileges Required for Index and Table Bloat Monitoring


	Appendix B
	Configuring sudo Elevation for PostgreSQL OMI Provider
	How to enable SQL query statistics on PostgreSQL instance

	TROUBLESHOOTING
	Installation of PostgreSQL MP Provider on Linux Fails (libpq library Not found)
	Tablespace to OS Logical disk relationship discovery fails if SCOM Gateway is used for monitoring
	“Package already installed” error when upgrading PostgreSQL OMI Provider


